141
VYHLASKA
ze dne 26. ¢ervna 2018
o hlaseni zavaZnych bezpecnostnich a provoznich incidentii osobami opravnénymi poskytovat platebni sluzby

(znéni ucinné od 1. ledna 2022)
Zména: vyhlaska ¢. 485/2021 Sh.
Ceska narodni banka stanovi podle § 263 zakona ¢. 370/2017 Sb., o platebnim styku, k provedeni § 221 odst. 5:
§1
Piedmét upravy
Tato vyhlaska stanovi podrobnosti nalezitosti oznameni zavazného bezpecnostniho nebo provozniho incidentu

Vv oblasti platebniho styku (dale jen "ozndmeni"), jeho formaty a dalsi technické nalezitosti pti hlaseni zavaznych
bezpecnostnich a provoznich incidentl v oblasti platebniho styku osobami opravnénymi poskytovat platebni sluzby.

§2

Oznameni

Osoba opravnéna poskytovat platebni sluzby piedklada Ceské narodni bance ozndmeni zahrnujici v asti
a) A uvodni oznament,
b) B pribézné ozndmeni a
¢) C zavére¢né oznameni.
§3
Podrobnosti naleZitosti oznadmeni

Osoba opravnéna poskytovat platebni sluzby podava oznameni na formulafi, jehoz vzor je uveden v pfiloze
¢. 1 k této vyhlasce, a postupné do né&j doplituje udaje do jednotlivych ¢asti podle § 2.

§4
Format a dalSi technické naleZitosti oznameni
(1) Oznameni se podava ve formatu xls/xlsx.

(2) Oznameni jsou Ceské narodni bance pfedavéna prostiednictvim internetového rozhrani Ceské narodni banky
pro sbér informacnich povinnosti a vykaz.

(3) Oznameni lze ucinit také v anglickém jazyce. Vzor formuléafe v anglickém jazyce je uveden v pfiloze ¢. 2 k této
vyhlasce

§5
Utinnost
Tato vyhlaska nabyva ucinnosti dnem 1. srpna 2018.

Guvernér:

Ing. Rusnok v. r.
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Priloha ¢. 1 k vyhlasce ¢. 141/2018 Sb.

HlaSeni zavaznych bezpeénostnich a provoznich incidenti v oblasti platebniho styku

Ozna

(Ceska v

erze)

odni ozndmeni

Datum oznameni (DD/MMRRRR) [

&ni kod incidentu|

Uvodnioznameni
A 1- OBECNE UDAJE

Resetovatvybéry v rozbalovacich

nabidkach

) —

Druh oznameni

[ = |
platebni sluzby (OOPPS)
| Vnitrostatni identifikaéni &islo OOPPS
Vedouci skupiny, pripada-li v Gvahu
Oar Ooe Oer Os Ow Oer
et ok Oer Or Owr Oro
Zeme dotcena / dotéené incidentem Des Oee i W O Ose
Do Oes (W] Ow Ono Ost
Oez O O Ow On s«
Hiavni kontaktni osoba [ Email | [ Telefon |
| E-mail [ Tetefon |
(Oznamujici subjekt (tento oddil se vyplni v pfipadé i, jestlize il neni dotéena osoba opravnéna platebni sluzby)
Nézev oznamujiciho subjekiu
Vnitrostétni identifikagni Eislo
i [ Email | [ Telefon |
| Email | | Telefon |
A2-ZJISTENI a PRVOTNI KLASIFIKACE
| [ Jedi zvoleno Jinak", upresnate: |
|

Dotéeniuzivatelé
(m]

Dotéenétransakce
L platebnichsluzeb

Naruseni zabezpedent

] Vysok troved intemi

systémis

eskalace

Ostatni potendiéiné. -
[ dotéené00PPSnebo L] Reputatnidopad

piislugné infrastruktury

Oznamovani jingm organim

|

Je-li zvoleno ,Ano", upfesnéte:

i tvodniho ozndmeni

Davody pro pozdni pi




Resetovat vybéry v rozbalovacich
Prub&zné oznameni nabidkach

Datum oznamenf (DD/MM/RRRR)| ] CGas (HH:MV) ||
[

&ni kéd inci |

B — Priibézné oznameni

B 1 - OBECNE UDAJE
incidentu:
|V Eem je konkrétné problém?
| Jak incident zagal?
Jak se vyviel?
| Jaké ma dusledky (zejména pro uZivatele platebnich sluzeb)?
Byli 0 incidentu informovani uZivatelé platebnich sluzeb? | Jert zvoleno ,Ano®, upfesnéte:
Souvisi incident s pfedchozimi incidenty? I:l Je-li zvoleno ,Ano”, upfesnéte:
Byli dotCeni nebo zapojeni dalsi poskytovatelé sluzeb &i treti strany? I:l Je-li zvoleno ,Ano*, upFesnéte:
Bylo zahajeno krizové Fizeni (interni a/nebo externi)? (- | Je-li zvoleno , Ano”, upFesnéte:
Datum a ¢as vzniku incidentu
(je-li zndm) (DD/MMRRRR HH:MM)
Datum a ¢as, kdy u incidentu do$lo nebo podle ogekavani dojde k navratu
do puvodniho stavu (DD/MWRRRR HH:MM)
Dotcené funkeni oblasti .
[ ovéfeni/autorizace [ piimé vyporadani
] Komunikace [ Nepiimé vypoiadani Je-li zvoleno ,Jiné",
[ zactovani ine G
| Zmény oproti pfedchozim oznamenim
B 2 - KLASIFIKACE INCIDENTU / INFORMACE O INCIDENTU
Urovedt dopadu -]
Poget dotenych transakci 0Odhad hd
L Jako % z bézného poétu transakci -
Dotcené transakce Hodnota dotéenych transakci v eurech
Doba trani incidentu (pouze pro provozni incidenty) > -
Poznamky: |
Uroveii dopadu [ e |
Dot&eni uzivatelé platebnich sluzeb Poget ych uzivatel sluzeb | | [ |
Jako % 2 celkowého poctu uivateld platebnich sluzeb | [ B
-
Naru$eni zabezpeceni sité nebo informaénich systému o N ) . L N
Popiste, jak byla dotéena sit nebo informacni systémy
slka vy 5 Dny: Hodiny: Minuty:
Délka vypadku sluzby Celkova délka wpadku sluzby: ] ] =l
Urovei dopadu
Ekonomicky dopad Pfimé naklady v eurech [ |
Nepiime naklady v eurech | =]
Ano |
JAPSR Popiste Grovef intemi eskalace incidentu
oka drover interni eskalace
Vys a uvedte, zda incident ved! nebo pravdépodobné povede k whiaseni krizového (nebo
Eodmného% rezimu %kud ano, popiste jej
Ostatni potenciang dotéené OOPPS nebo pfisludné infrastruktu
pol P Y Popiste, jak by se incident mohl dotknout jinych OOPPS a/nebo infrastruktur I
-
Reputacni dopad Popiste, jak by incident mohl ovivnit dobrou povést OOPPS (napf. medialni pokryti,
zverejnéni pravnich krokd nebo poruSeni prawnich predpisu...)
B 3 - POPIS INCIDENTU
Druh incidentu \ j
[ Probihasetient
[ $kodlivainnost
[ selhani procesu
Pficina incidentu [ selhani systému
[ tidska chyba
[ Externi udalosti
Cliiné Je-li zvoleno ,Jiné", upfesnéte:
Dotkl se vas incident piimo nebo prostrednictvim posk le sluzeb? | Pokud .nepfimo’, uvedte nazev
kytovatele sluzeb:
B 4— DOPAD INCIDENTU
. O integrita [ pavérnost
Celkovy dopad [ postupnost [ Autenticita
Dotcené obchodni kanaly O Poboeky [ Telefonni bankovnictvi O Misto prodeje
[ Elektronické bankovnictvi [ Mobilni bankovnictvi O ine
] ické ani [ Bankomaty
Je-li zwleno ,Jiné", upfesnéte:
Dotéené platebni sluzby [ viozenihotovosti naplatebnidéet O Unrady [ poukazovanipenéz
[ vybéryhotovosti z platebnihoctu [ inkaso [ Sluzby nepiimého dani platebniho piikazu
[ operace nutné k vedeni platebniho Gétu [ Platbykartou [ sluzby informovani o platebnim tétu
[ Akceptace platebnich prostiedki [ vydavani platebnich prostiedkii
B5- INCIDENTU
| Jaka opatfeni byla doposud pfijata nebo jsou planovana s cilem dosahnout
obnovy po incidentu?
Doslo k aktivaci planu kontinuity €innosti a/nebo planu obnovy provozu po A
havarii?
Pokud ano, kdy? (DD/MMRRRR, HH:MM)
Pokud ano, popiste je




2volte druh ozname

Resetovatvybéry v
rozbalovacich nabidkach

Popist

(pro incidenty, jejichz klasifikace byla zménéna na ,nezévazny“)

kéd

Datum oznémeni (DD/IMM/RRRR)| ] CGas (HH:MM) —
[ |

C —Zavére¢né oznameni

Nebylo-li Zadné prabézné ozndmeni zasléno, vyplrite rovnéz oddil B.

C 1 - OBECNE UDAJE

z ap
|Zmény oproti pfedchozim oznamenim

Jakékoli dal$i relevantni informace

[Jsou zavedena v3echna plvodni opatieni? |
Je-li zvoleno ,Ne“, uvedte, o které kontroly jde a jaky ¢as je zapotiebi
k jejich obnoveni

C 2 — ANALYZA HLAVNICH PRICIN A NASLEDNA OPATRENI

Co bylo hlavni pfi¢inou (je-li jiz znama)? s adi [ sethani [ Sethani systému [ Lidska chyba [ externi udélost [ine
Upfesnéte: [ Skodlivyked e ené o
[E shromazdovani informaci akontrola BB Neamysina cinnost Selhani dodavatele /
[ Proniky B Problémy s komunikaci B3 selhanisite B poskytovatele
Ay ) B Necinnost technickjchsluzeb
g Utok @istibuovanym) e B problé o]
P ] Problémys databazi g Nedostoeené B vyssimoc
B8 Umysina internii & P B selhani » zdroje
Umysiné externifyzické crostinern Jiné Jiné
B va
etz B cupda dokumentace L] P

[ zabezpeceniinformaénho obsal -
5 'ﬁ Problémys obnovou B Jine
[ Podvodna jednani
B Jine

B Jine
Je-li voleno ,Jiné*, upfesnéte:

Dal3i relevantni informace o hlavni pficiné

Hlavni napravna opatfeni pfijata nebo planovana s cilem zabranit
opakovani incidentu v budoucnu, pokud jsou jiZ tato opatfeni znama

C 3 - DOPLNUJICT INFORMACE
Byly o incidentu informovany dalsi OOPPS? vI

Je-li zvoleno ,Ano", uvedte podrobnosti: |

Byly proti oznamujici osobé& uéinény néjaké pravni kroky? v|

Je-li zvoleno ,Ano, uvedte podrobnosti: |

Posouzeni u¢innosti pfijatych opatfeni -
Uvedte podrobnosti: |




Pfiloha ¢. 2 Kk vyhlasce ¢. 141/2018 Sb.

Reporting template on major incidents

(anglicka verze)

| Major Incident Report
Resetdropdown
selections
Report date (ODMMYYYY) [ | Tmemmw [ ]
|

Incident reference code

A -Initial report
A1- GENERAL DETAILS

[ Type of report
Type of report [T |
[Aftected payment service provider (PSP)
PSP name

PSP national identification number

Head of group, if applicable

Oar Dot O Os Ow Oer
Dse Do Oer On Owr Oro
Country / countries affected by the incident Oss Oee OIHR Du On Ose
Oev Ces Owu O Ono Osi
e On O Ow Oee Osk

Primary contact person E-mail

E-mail_|

Telephone
Telephone

Reporting entity this section if the reporting entity is not the affected PSP in case of reporting)
Name of the reporting entity
National identification number
Primary contact person
Secondary contact person

E-mail_|
Email |

Telephone
Telephone

A 2 - INCIDENT DETECTION and CLASSIFICATION

Date and time of detection of the incident (DDMMYYYY HH:MM)
Date and time of i of the incident (DD/MMYYYY HH:MM)
The incident was detected by ~] [ itOther, please specify:
Type of Incident ~]

Breach of security of High level ofinternal Other PSPs or relevant

- S Payment sei igh level of interna

Criteria triggering the major incident report [ mransactions affected [7] /e semice wsers 7] O (] O ation W s [ Reputational impact
systems. potentially affected

A short and general description of the incident
Impact in other EU Member States, if applicable

Reporting to other authorities | If 'Yes', please specify:

Reasons for late submission of the initial report




Resetdropdown
Intermediate report selections

Report date (DDMMYYYY) [ | Time (HH:MM) ||

Incident reference code | |

B - Intermediate report
B 1- GENERAL DETAILS

More detailed description of the incident:

\What is the specific issue?

How did the incident start?

How did it evolve?

\What are the consequences (in particular for payment service users)?

Was the incident communicated to payment service users? l:l If 'Yes', please specify:
Was it related to a previous incident/s? l:l 1f 'Yes', please specify:
Were other service providers/third parties affected or involved? I:l If 'Yes', please specify:
Was crisis management started (internal and/or external)? I:l If 'Yes', please specify:

Date and time of beginning of the incident

(if already identified) (DD/MWYYYY HH:MV)

Date and time when the incident was restored or is expected to be
restored (DD/MMYYYY HH:MM)

Functional areas affected

[ Authentication/Authorisation L] Direct settlement
[ communication [ indirect settlement

If ‘Other', please specify:
[ clearing [ other

Changes made to previous reports

2 - INCIDENT CLASSIFICATION / INFORMATION ON THE INCIDENT

Impact level -
Number of transactions affected =
As a % of regular number of transactions -
Transactions affected Value of transactions affected in EUR -
Duration of the incident (only applicable to operational incidents) = =
Comments: [
Impact level [ -
Payment senvice users affected ® Number of payment senice users affected [ | ~
As & % of total payment senice users | [ ~
-

Breach of security of network or information systems
ty ¥s Describe how the network or information systems have been affected

—LI Days: Hours: Minutes:

Service downtime

Total senice downtime: l [ | [ [ =l
Impact level _I

Economic impact Direct costs in EUR ] ‘ ﬂ
Indirect costs in EUR | [ =l

Describe the level of intemal escalation of the incident,
indicating if it has triggered or is likely to trigger a crisis mode (or equivalent)
and if so, please describe

High level of internal escalation

Other PSPs or relevant infrastructures potentially affected Describe how this incident could affect other PSPs
and/or infrastructures

-
Reputational impact Describe how the incident could affect the reputation of the PSP (e.g. media |
coverage, publication of legal actions or infringements of law...)
3 - INCIDENT DESCRIPTION
Type of Incident \ j

[ underinvestigation
[ Malicious action
O Process failure

Cause of incident [ systemfailure
1 Human errors

[ Externalevents
O other If 'Other, please specify:
Was the incident affecting you directly, or indirectly through a service hd If Indirectly’, please provide the
provider? senvce providers name:
4~ INCIDENT IMPACT.
. [ integrity [ Confidentiality
Overall impact 0 Availability [ Authenticity
Commercial channels affected [ Branches [ Telephone banking [ point of sale
[ e-banking [ Mobile banking O other
[ e-commerce [ atms

If 'Other’, please specify:

Payment services affected [ cash placement on a paymentaccount O credittransfers [ Moneyremittance
[ cash withdrawal froma payment account [ pirect debits [ Paymentinitiation
Oo foroperating a [ card payments [ Account information senvices
[ Acquiring of payment instruments [ 1ssuing of payment instruments

5 - INCIDENT MITIGATION

Which actions/measures have been taken so far or are planned to recover
from the incident?
Have the Business Continuity Plan and/or Disaster Recovery Plan been -
activated?

If so, when? (DDMMYYYY HH:MM)

If so, please describe




Please select the type of report:

Resetdropdown
selections

Please describe:

(applicable for incidents reclassified as non-major)

Report date (DDMMYYYY) [ | Time (HH:MM) :

Incident reference code |

C - Final report

C 1 - GENERAL DETAILS

Update of the information from the initial report and the intermediate report(s)
Changes made to previous reports

| Any other relevant information

Are all original controls in place?

If “No”, specify which controls and the additional period required for
their restoration

C 2 - ROOT CAUSE ANALYSIS AND FOLLOW UP

What was the root cause (if already known)? [ Malicious action [ process failure O systemfailure [ Human error [ Externalevent [ other
Please specify: EB Malicious code g Deficientmonitoringand B Hordware failure
[ information gathering control B Unintended Failureofa
BB Intrusions Hc B B2 supplier/technical
. . B inaction service provider
[ DistrbuedDenalofsenice g Bl atabased
attack (0/Dos) mproper operations atabase issues g Insufficient B8 Force majeure
[&] i ct & g Software/application resources
failure
B physical . B3 other B other
damage 2] T s [ Physical damage

[ information contentsecurity
[ Fradulentactions

[ Other
i Other’ please specify:

Bl Recoveryissues B other

B other

Other relevant information on the root cause

Main corrective actions/measures taken or planned to prevent the
incident from happening again in the future, if already known

C 3 - ADDITIONAL INFORMATON

Has the incident been shared with other PSPs for information purposes? vI

If 'Yes', please provide details: |

Has any legal action been taken against the PSP? v|

If 'Yes', please provide details: |

Assessment of the effectiveness of the action taken -

Please provide details: |




